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The Internet changed the world

etscape - [Version 2.02]

- Edt Yiew Go Bookmarks Options
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Yahoo! Auctions - 1000's of items to bid on - Pokemon, Beanie Babies. video games, Furbys .
‘Shopping - Yellow Pages - hﬂﬁm - Travel Agent - Classifieds - Eersonals - Qsm gm

‘Email - Calendar - Pager - My Yahoo! - Today's News - Sports - Weatheg - TV - Stock Quates
Arts & Humanities News & Media " Inthe News
Literature. Photography... Full Coverage, Newspapers, IV.. E =

Business & Economy Recreation & Sports
Companies. Finance, Jobs... Sports. Travel Autos Outdoors...
Computers & Internet Reference

Internet, WWW, Soft Libraries, Di

Education Regional )

Colleze and University, K-12.. Counties, Regions, US States...
Entertainment Science

Cool Links, Movies. Humor, Music . Biology, Astronomy. Engineering .-

Government Social Science
‘Military, Politics, Law, Tases... Archaeology, Economics, Languages..

By Indolering - Own work, CCO,
https://commons. wikimedia. org/w/lndex php?curid=42758689




Consumption

* Online shopping
* |Information and services
* Cross border issues
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Global retail e-commerce sales (2014-2021) in US dollar. Sources: Statista 2018.



The internet as a force for good

1000

Millions of Users

”Protest Aden Arab Spring 2011" by AlMahra is licensed

under CC BY-SA 4.0.
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The Internet’s Broken Promises




Snowden Leaks and mass surveillance

° Led to GDPR" TOP SECRET/SIAORCON/NOFORN Eﬁ Hotmail’ CO‘USIC h-.‘."ri:"'?_? :_..-talkm : 'ﬁl‘ll
# ' .
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» Security states and terrorism post 9/11

PRISM/US-984 XN
Overview
\ The SIGAD Used Most in NSA Reporting
R Overview
. A
& April 2013 Mwﬁ%ﬁgﬁ
TOP SECRET/SIYORCONINOFORN

Edward Snowden" by DonkeyHotey is licensed under CC BY 2.0.




Cambridge Analytica

» Crises of democracy blamed on the internet

* Focus on private sector

"cambridge
analytica
facebook"
by Book
Catalog is
licensed
under CC BY
2.0.

« Manipulation

|

Donald Trump"
by Michael Vadon
is licensed under
CC BY-SA 2.0.
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The concentration of tech giants

Bai®=®
« US and now China 0 ..
* LMICs
« Language a
« Japan’'s own internet m
« Zubboff's surveillance capitalism '\‘ hi! ByteDance

» Competition nVIDIA
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Cascade of social anxieties

« Covid and disinformation
» Cybercrime and antisocial behaviour, bullying

* Addiction, and harms

CORONAVIRUS IS
THE CHERNOBYL

THE US CREATED OF THE £U
THE VIRUS . - e

CORONAVIRUS IS A TOOL
TO INTRODUCE TYRANMNY-—"

SCHENGEN HAS |
COLLAPSED ) THE VIRUS IS NOT
o | DANGERQUS—

© EU vs DiSINFO




Latest
developments?

e Generative Al
» Existential risk
* Criticism by safety experts

Model Generic (Stable Diffusion v1.5) ~

Choose which model to use for image generation. A generic
model is better for everything, while certain models (e.g.
waifu-diffusion) are good for anime style generation.

LoRA Disabled ~ | |5
LoRA (Low-order Rank Adaptation) is a technique to apply
separately trained small additive models to a Stable
Diffusion base model. It's typically faster to train these than
it is to fine-tune the full model.

Control Disabled ~

Additive models can provide additional control to guide the
image generation process. They often take inputs in the
form of scribbles, poses, a depth map or an edge map.
These additive models are only compatible with their
designated versions of Stable Diffusion. "Weight"
determines how much influence the control has over the
image generation process. "No Prompt" can generate an
image without a prompt. "Start" and "End" determine when
the additional control kicks in during the denoising process.

Strength (100%

Image to Image

When generating from an image, a high value allows more
artistic freedom from the original. 100% means no influence
from the existing image (a.k.a. text to image).

Seed

Seed value determines how image generation starts. The
same seed will generate the same image.

Seed Mode Scale Alike ~

Seed mode determines how the seed is used. "Legacy” is
compatible with older Draw Things app, "NVIDIA GPU
Compatible" is compatible with other desktop tools such as
AUTOMATIC1111 or Invoke.Al on NVIDIA GPUs [ Linux /
Windows, "Torch CPU Compatible" is compatible with other
desktop tools on macOS and "Scale Alike" allows the seed
to maintain some resemblance even at different image sizes.

Image Size 512x512 ~
Width = 512
Height = ( 512

The size of the generated image. For best results,
use 512x512.

Upscaler Disabled ~

Final Output Size 512x512

Upscaler can help to generate a visually pleasant high-
resolution image (e.g. 2048x2048) from a relatively smaller
image (e.g. 512x512). Depending on the upscaler you use, it
may fill in with different details and introduce subtly

A Japanese consumer Negativ
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Challenges for digital consumers




1. Maintaining existing consumer protections
online

@ 0 ¢
E-commerce

ACCESS INCLUSIVITY SAFETY PROTECTION
Safety’ tru St the ability to access protection of protection from OF ECONOMIC
essential goods vulnerable and hazards to health INTERESTS
- S disadvantaged and safety; promotion of value for
CrOSS border red ress R consumers; money and protection
from risk;
UNCTAD forum
ﬁ“ 7 . 3
‘ 5, 6. 7. 8.
y INFORMATION EDUCATION REDRESS REPRESENTATION
access to assistance to understand availability of the freedom to form
7 clear, accurate consumer transactions,  effective dispute  consumer groups and
\ information to and the environmental, resolution services  have views included
‘ enable informed social and economic and redress in relevant decision-
choices; consequences of specific mechanisms; making processes;
e W% choices;
AN INTERGOVERNMENTAL GROUP OF EXPERTS ON 2y
{&) CONSUMER PROTECTION €D
ovetss LAW AND POLICY -4 uy 2023, ceneva
9. 10. 1.
. . SUSTAINABILITY E-COMMERCE PRIVACY
Proposals (Riefa): collaboration, standards, technology, the promotion RIGHTS the protection
. of sustainable equal protection for of consumer privacy
data Shanng . consumption consumers dealing  and global free flow
patterns; with organisations of information.

online and offline;



2. Addressing new consumer risks created by
d ig i tal te C h n O | Ogi eS Major consumer protection issues related to digital platforms

D ata CO | I e Ct | O n Regulatory constraints 11

Data protection 11
] Dispute resolution and redress I |
Pricing Product sty E—
Unfair terms and conditions I O
Priva Cy Online fraud/scams  E———
Cross-border issnes IEEEEG—— 7
. Social media platforms IEEEEEEG————
P | atform CO ncent ratl O n Consumer knowledge and awareness I
Digital finance ETT——— 5
Dark patterns IEE———— 5
Quality of product/service NI 5
Competiton issues IEEEE— 5

False/incomplete information

Average price Lowest price Highest price Difference between Unique prices

Delivery and return SEE——— 4

quoted quoted quoted highest and lowest quoted

Payment security IE—————
New Zealand $15.35 $4.95 $24.54 +395.8% 25 . o
Consumer satisfaction and trust — 3
‘Vulnerabl s I
USA $14.92 $4.99 $26.99 +440.9% 9 e conmmers :
Platform responsibilities —— 3
Netherlands $16.46 $4.45 $25.95 +483.1% 31 FREE Sy i e .
Algorithm and artificial intelligence m—m 2
Republic of Korea $15.33 $5.16 $22.36 +333.3% 26 Ioebiizolimacction . g
Unsuitability due to difficulty in observing product.. S 1
India $8.09 $4.52 $10.25 +126.8% 19 ISP T gty e |
Enforcement transparency = 1
Brazil $3.49 $3.02 $3.61 +19.5% 2 Chijfoudiects fmmi |
I Mass media and content platforms == ]
Platform compliance = 1

Figure 1: Price variation by country

All prices for a one-month subscription to Tinder Plus, and converted to US dollars

Source: UNCTAD questionnaire, relevant responses.




3. Consumer rights become digital rights

« Life online: dating, cultural HUMAN

production RIGHTS
WATCH

 Blurring the lines between
consumer issues, labour
rights, human rights and
political and social rights

 Lack of access

Local Authorities in India Shut Down Internet 127 Times
January 2020—December 2022

e [ R P
“No Internet Means No Work, No Pay, No

Food”

Internet Shutdowns Deny Access to Basic Rights in “Digital India”

To prevent cheating
in examinations

In response ta
communal violence

Other law and order
concerns

Source: Replies from state governments to Right to Information requests filed by Internet Freedom Foundation; Internet Shutdown tracker
Ittps://internetshutdowns.in/ by Software Freedom Law Center, and media sources.

Note: This number does not include internet shutdowns in the Union Territory of Jammu and Kashmir.




Global digital policy developments
for consumers




Contradiction and confusion

e Global race to
expand digital

« Growing worries
about effects
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By © Raimond Spekking / CC BY-SA 4.0 (via Wikimedia Commons), CC BY-SA 4.0,

https://commons.wikimedia.org/w/index.php?curid=52852112



Extreme confusion: Al developers think Al will
destroy the world yet keep doing it

Pause Giant Al Experiments: An Open
Letter

We call on all Al labs to immediately pause for at least 6 months the
training of Al systems more powerful than GPT-4.

— @WJHUSINESS Markets Tech Media Calculators Videos

Exclusive: 42% of CEOs say Al could destroy
humanity in five to ten years

@ By Matt Egan, CNN Business
Published 1:38 PM EDT, Wed June 14, 2023

fAy=c®
Signatures
Add your
33711 signature
Published QINDIZPIENDIZN'I‘ RugbyWorld Cup > | | Visit The USA

March 22, 2023

NEWS

SPORT VOICES CULTURE LIFESTYLE TRAVEL PREMIUM MORE

Al could ‘kill many humans’ within two
years, warns Sunak adviser

Stark warning comes as Rishi Sunak prepares to persuade Joe Biden of ‘grand plan’ to control artificial
intelligence

Political Correspondent, * Tuesday 06 June 2023 17:06
88 Comments f ' =




Platforms a nd Tlmellne for Dlgltal Market Act

competition

Platform regulations in Europe
the Digital Market Act (DMA)

to establish a level playing field to
foster innovation, growth, and
competitiveness, both in the
European Single Market and
globally.

The Digital Markets Act includes
rules that govern gatekeeper online
platforms.

US antitrust challenges

Commission Polltlca[ agreement DMA rules DMA rules ] Data notification fur ‘ De5|gnat|on of ‘ ‘ Application of
proposal ontheDMA | | enterinto force | starttoapply threshulds check gatekeepers the ubllgatlons

‘I\'\ .\f "“" c"‘: | \"u .“j | \. | | \ ." y \

i i i { Sk *‘v" '\'w‘

OO
15/12/2020 25/03/2022 01/11/2022 02/05/2023 03/07/2023 06/09/2023 March 2024
(at the latest) (at the latest)
----- P 6 months r=eemerecp 42 mpnths meesp +45 wor}(ing days ==:=:p +6 months

THE YALE LAW JOURNAL

LINA M. KHAN

Amazon’s Antitrust Paradox

esee:
at®

5. 2 hardware manufacturer, and a leading host of cloud server space. Although Amazon
g&ed staggering growth, it generates meager profits, choosing to price below-cost and ex-
. ly instead. Through this strategy, the company has positioned itself at the center of e-
k> and now serves as essential infrastructure for a host of other businesses that depend
FElements of the firm’s structure and conduct pose anticompetitive concerns—yet it has

US Lina Khan By Federal Trade %
Commission - k.
https://www.ftc.gov/about-
ftc/biographies/lina-m-khan




Data protection and governance

YAHOO!

JTAPAN

Data handling Data protection Data usage purposes

Protecting privacy __ &

and bringing more convenience f
: -
to day-to-day life.
y . y iR ‘. ’
4§ Yahoo! JAPAN Privacy Center N, Ay, 1

CALIFORNIA

PRIVACY
RIGHTS

ACT

With the historic passage of Proposition 24 — the California Privacy Rights Act (CPRA) of 2020 — we
are at the beginning of a journey that will profoundly shape the fabric of our society by redefining who is
in control of our most personal information and putting consumers back in charge of their own

data. Prop 24 garnered the 6th most votes of any initiative in the state’s history. This could not
have been achieved without the 9,384,125 California voters supporting the measure to
strengthen consumer privacy rights.



Artificial intelligence and algorithms

onsumer and Worker Protection earch al .gov websites
[] d Worker Protecti 311 | S h all NYC. bsit

%8P » Translate| ¥ Text-Size

EU Artificial Intelligence Act S Baasion

f About Consumers Workers Businesses Media Partners Search Q

New Laws & Rules

Social scoring, Automated Employment Decision Tools

Unacceptable risk
facial recognition,

Prohibited dark-pattern Al, manipulation (AED I '
E ; Education, LRAR s
Conf: H I.gh:Sk employment, justice, & Print Automated Employment Decision Tools (AEDT)

onformity Assesment Art.6 &ss. immigration, law Local Law 144 of 2021 regarding automated employment decision tools (“AEDT") prohibits
employers and employment agencies from using an automated employment decision tool unless
the tool has been subject to a bias audit within one year of the use of the tool, information about
the bias audit is publicly available, and certain notices have been provided to employees or job

P : Chat bots, deep fakes ganclidates.
Limited risk oLz, Aalee, Read Local Law 144 of 2021
emotion recognition Read Rule. ) . .
Transparenc\/ systems Note: DCWP will begin enforcement of this law and rule on July 5, 2023.
Spam filters New York Law 144
Code of conduct Video games

CC-BY 4.0 Ada Lovelace Institute



Online harms and disinformation

Intermediary Hosting Online Very large
services services platforms platforms
E U D|g |ta| SerV|CeS ACt (cumulative (cumulative (cumulative (cumulative
New obligations obligations) obligations) obligations) obligations)
Transparency reporting ° . ° .
Intermediary services
Requirements on terms of service N . . .
due account of fundamental rights
Hosting services Cooperation with national o o . .
authorities following orders
Online platforms Points of contact and, where . . .
necessary, legal representative
Notice and action and obligation . . .
to provide information to users
Reporting criminal offences . ° °

Complaint and redress
mechanism and out of court . .
dispute settlement

Bans on targeted adverts to
children and those based on (] °
special characteristics of users

Transparency of recommender
systems

User-facing transparency of
online advertising




Encryption and child
exploitation

PRI
& 1oc\D
ENCRYPTION:

iIenoriNe ABUSE

WON'T STOP IT

CC-BY-4.0: © European Union 2019 — Source: EP




THE Future of Digital Consumer
Rights?




Waves, hype and noise

Crypto
Quantum

Metaverse

Extended reality BT e l'\'\‘\. P Sl




CO m p I ex I—aye rl ng Not just abandoned!

ALCRYPTO WORLD

RRRRRRRRRRR

Solana jumps on Visa stablecoin
announcement as bitcoin and other
cryptocurrencies remain flat

9 PME




Example: XR glasses

THE CONVERSATION

Acadarmic rigour, journaliatic flair

Arts + Culture  Business + Ect

Education Environment Health Politics + Society Science + Tech Podcasts Insights

New Ray-Ban Meta Smart Glasses Have Llama
e 2-Based Al Voice Assistant

DAVID HEANEY
27 SEPTEMBER 2023

Published; January 18, 2015 2.38pm GMT



CC BY-NC-SA 2.0 https://flickr.com/photos/muggles/3049737121




Video primacy

« TikTok




Games infrastructure expand into consumer
spaces
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Tension between
platforms,

decentralisation,
geopolitical splits

A view into the Fediverse

Who talks to whom - and how?
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Digital technology shaped by regulations

€/ Wirecutter L Help me decide on... Deals Tech More... Login m
« GDPR :

* iPhone 15 USB

Photo: Apple

Apple’s iPhone 15 [s Switching to USB-C. That's a
Good Thing.

PUBLISHED SEPTEMBER 12,
2023

Apple announced the iPhone 15 lineup today, and here’s the big takeaway:
a Dave Gershgorn The iPhone 15 will have a USB-C charging port instead of Apple’s

CESERc e S Y 4l = = S




Imperial College

Al embedded into everything &

Al for healthcare
®®

B [ cenerate

©

By lan Mundell for Imperial Enterprise - supporting industry and entrepreneurship



The importance of consumer protection
organisations

« Consumer rights are essential and mandated at global level
since 1985.

« Consumer groups in over 100 countries have statutory rights to
help shape policy from United Nations to national level.

« Consumer digital rights are complementary to a human rights
approach and reach into economic governance spaces that
typically exclude digital rights perspectives, e.g., competition
and trade.



Challenges:
» Technological expertise
 Sustainability and new models

 Global nature of digital vs national jurisdiction
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